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Introduction

o Application of quasigroups
o cryptography
o coding theory
o design theory,. ..

o Properties of quasigroups
o algebraic structures
o quasigoup identities
o number of quasigroups, . ..
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Quasigroups

Not all quasigroups are suitable for cryptographic
purposes!

o Classifications of quasigroups

o algebraic properties
o images of sequences obtained by quasigroup
transformations:
o fractal
e non-fractal

Vesna Dimitrova
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Quasigroup E-transformation

Assuming that (A, *) is a given quasigroup, for a fixed letter
| € A we define transformation £ = E, ; : At — AT

Y1 = l*xl,
T T2 Tp—1 Tn
i I I /| /l
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Example of E-transformation

Quasigroup

x|1 2 3 4
12 3 41
211 4 3 2
3[3 21 4
414 1 2 3

FE-transformation

e1134422212341111233341 = «

1143413213112121314221 = a3 = e
1114331331213321443244 = ay = ei(a
1122312312331412223222 = a3 = ej(a)
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Fractal Structures

Paper

Dimitrova V., Markovski S.: Classification of
quastgroups by image patterns, Proc. of CIIT 2007,
Macedonia, pp. 152 - 160.
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Proof of the fractal structure of quasigroups

Paper

Markovski S., Dimitrova V., Samardziska S.: Identities
Sieves for Quasigroups, Quasigroups and Related
Systems, vol.18 No. 2, 2010, pp. 149-164

o In this paper using the quasigroup identities the authors
give a proof of the fractal structure of quasigroup
transformations for the some quasigroups of order 4.




Motivation

Paper

Krapez, A.: An Application Of Quasigroups in
Cryptology, Proceeding of the Mathematical
Conference 2010 - Dedicated to Professor Gorgi
Cupona (2010)

o In this paper using quasigroup parastrophes, the author
gives an idea for quasigroup string transformation based on
parastrophes which can be applicable in cryptography.

@ Here, we propose an improvement of this quasigroup
transformation.

Vesna Dimitrova
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Parastrophes

Every quasigroup (@, %) has a set of five quasigroups, called
parastrophes denoted with /,\,-, //,\\ are defined in the
following table.

Parastrophic operation Name
\y=2 <= zxxz=y left division
xfy=z <= zxy== right division
TY=z <= yYyxr==z opposite multiplication
x//ly=z <= yl/r=z <= z*xx =y | opposite right division
2\\y=z <= y\r=2z <= y=xz=uz | opposite left division

Notations for parastrophic operations:

filz,y) =2 xy, folz,y)=2\y, fi(z,y)=z/y,
falxy)=x-y, fs(z,y)=2//y, fo(z,y) =2\\y.
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PE - Parastrophic E-transformation

o Let p be a positive integer and z;xs ...z, be an input
message.
o Using E-transformation we define a parastrophic

transformation PE = PE;, : AT — A7 as follows.

o At first, let d; = p, ¢1 = d1, s1 = (dimod 6) + 1 and
Al =220 .. 2 -

Applying the transformation Ef, ; on the block A;, we
obtain the encrypted block

Bl =Y1y2... yq1—2yq1—lyq1 = Efsl,l(xle .. .$ql).
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PE - Parastrophic E-transformation

o Further on, using last two symbols in By we calculate the
number dy = 4y,, —1 + yq, which determines the length of
the next block.

o Let g2 = q1 +do, s9 = (damod 6) +1 and
A2 =Tq41---Lgo—1Tqo-

o After applying Ey,_ ,, , the encrypted block By is

By = yg1+1- - Ygo—2Ygo—1Yg» = E¥,, yo, (Tgi41 -+ Tgo—2Tg,—1Tg5)-




Parastrophes and Transformations
[e]e]e] Jelele]

PE - Parastrophic E-transformation

o In general case, for given 7, let the encrypted blocks By,. ..,
B;_1 be obtained and d; be calculated using the last two
symbols in B;_1 as previous.

e Let g; =qi—1 + d;, si = (d; mod 6) + 1 and
Al' =Tqg_1+1---Lq;—1T¢;-

o We apply the transformation E Foioba;_, OD the block A; and

obtain the encrypted block

1

Bi = Efsi:yqi,1 (in—1+1 et x‘]i)'

o Now, the parastrophic transformation is defined as

PEl7p($1:E2 .. l‘n) = BlHBQH N HBT




2%y

e XgaXg 2 Xy %y,

[ B 0B . B

Parastrophic transformation PE



PE - Parastrophic E-transformation

e For given [y,...,l, and p1, ..., pn, we define mappings
PE,, PEs, ..., PE, as previous, such that PF; is
corresponding to p; and ;.

o Let

_ (n) _
PE™ = PE(ln,pn),-..,(h,m) = PEnoPEpyo---oPE,

where o is the usual composition of mappings.

Vesna Dimitrova '
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PE - Parastrophic E-transformation

Experimentally, we proved the following results:

Let a € AT be an arbitrary string and § = PE™(a). Then
m-tuples in B are uniformly distributed for m <mn.

Vesna Dimitrova '
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Classifications of quasigroups of order 4

Proposition

The set of all quasigroups (depending on the number of different
parastrophes) is divided in 4 classes. The number of elements of
each class of quasigroups of order 4 is:

No. parastrophes | No. quasigroups
1 16
2 2
3 240
6 318
Total 576

Vesna Dimitrova
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Classifications of fractal quasigroups of order 4

The class of fractal quasigroups of order 4 is divided in 4
subclasses. The number of elements of each class is:

No. parastrophes | No. quasigroups
1 16
2 2
3 96
6 78
Total 192

Proposition

All fractal quasigroups of order 4 have fractal parastrophes.

)
and A. Krapez




Classifications of non-fractal quasigroups of order 4

Proposition

The class of non- fractal quasigroups of order 4 is divided in
just 2 subclasses. The number of elements of each class is:

No. parastrophes | No. quasigroups
3 144
6 240
Total 384

Vesna Dimitrova
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Parastrophic fractal quasigroups

o Let apply the new transformation PE™ to the
sequence 123412341234... and consider the fractal
structure of the obtained image.

Quasigroups with fractal structure obtained after applying of
P E-transformation are called parastrophic fractal quasigroups.
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Fractal, but Parastrophic Non-fractal Quasigroup

> Non-Fractal Q.

i bk ko

Some of fractal quasigroups are parastrophic fractal, and some
of them are not.
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PE - transformation and classifications

Proposition

The set of all 192 fractal quasigroups is divided in 2 subclasses:

No. parastroph. No. parastroph.
No. par. fractal No. par. non-fractal
1 16 1 0
2 0 2 2
3 72 3 24
6 0 6 78
Total 88 Total 104

)
and A. Krapez
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Properties of Parastrophic Fractal Quasigroups

Each parastrophic fractal quasigroup satisfies the identity
(I): z(z(x(xy))) = y and belongs to one of the following class:

Loops (L)
Totally symmetric quasigroups (7'S)
Left Loops (LL), Right symmetric quasigroups (RS)

Right Loops (RL), Left symmetric quasigroups (LS)

Left Loops, Skew symmetric quasigroups (S.5)

Right Loops, Skew symmetric quasigroups

Commutative quasigroups (C'), Skew symmetric
quasigroups

- =2
and A. Krapez
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Properties of Parastrophic Fractal Quasigroups

Parastrophic Fractal Quasigroups

Using the previous notations, the set of all parastrophic
quasigroups can be presented as:

IN[L+TS+(LLNRS)+(RLNLS)+(LLNSS)+(RLNSS)+(CNSS))




Conclusion

The analyses of the obtained results show that:

o Parastrophic fractal quasigroups should not be used for
cryptographic primitives, since they have fractal structure,
properties of symmetry and shape.

@ These parastrophes tranformations are more suitable for
designing of cryptographic primitives.
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Thank you for your attention!
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